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introduction
The complexity and inconsistency of processes that occur in the external and internal environment of mo dern machinebuilding enterprises, the variety of threats and risks that accompany the introduction of innovation projects necessitate the construction of an integrated system of protection against risks when introducing in novations.
Comprehensive protection against risks is a combina tion of legal, organizational and technical measures that increase counteraction to real and potential, internal and external risks and threats to the activities of the enter prise that can suspend or inhibit the development of the enterprise's innovation activity.
the object of research and its technological audit
The machinebuilding enterprise «Dnepr Polymermash» is chosen as the object of complex protection against risks of innovation activity. An economic analysis is carried out, prospects of innovation activity are assessed, and risks in the machinebuilding industry are monitored.
The conducted technological audit shows the need to reduce the risks of innovation, caused by a shortage of ISSN 2226-3780 investment resources. It is proposed to use the mecha nism of venture financing for these purposes at «Dnepr Polymermash».
the aim and objectives of research
The aim of this article is implementation of an inte grated system of protection against risks in the innovation activity of machinebuilding enterprise. To achieve this aim, the following objectives are set:
1. To analyze the threats to the market economy of Ukraine.
2. To identify the sources of resources of the system of protection against risks at the «Dnepr Polymermash» enterprise.
3. To identify threats of unauthorized disclosure of commercial secrets and leakage of information resources of the enterprise.
4. To analyze the ability of «Dnepr Polymermash» enterprise to attract and return credit funds.
5. To check the conformity of qualification levelof the personnel potential of the enterprise and its material and technical base to the world standards.
6. To analyze the reputation, opportunities, capital, conditions for the implementation of the innovative project at «Dnepr Polymermash» enterprise.
The goals and objectives of an integrated system for protecting against the risks of machinebuilding enterprise are determined by the adopted strategies, tactical and operational plans.
research of existing solutions of the problem
A significant number of scientific articles and textbooks are devoted to the research of problems of the enterprise's innovation activity. In [1] it is indicated that the results of innovation activity are influenced by organizational dy namics and direct competition. The author of [2] believes that the conceptual development of innovative product models goes hand in hand with the textbook changes in the field of scienceorganization. Simultaneous impact of the hierarchical perspective of innovation and the likely risk of taking a new product to production is considered in [3] . [4] is devoted to the risk of supply of material resources and reduction of possible investments due to the reduction of the complexity of the innovation project. In [5] the influence of creative ideas on the product of competitive advantage is investigated as a strategic in novation result. [6] is devoted to the development and use of mathematical models that facilitate the design of innovation projects. Three types of destructive innovations that can have a negative impact on existing enterprises are considered in [7] .
In Ukraine, some methods [8, 9] used by foreign authors are used, where the emphasis is mainly on the financial mechanism of investment, not taking into account the specifics of Ukrainian reality.
Features of the sectoral modeling of investment projects are also given in [10] [11] [12] .
Comparative risk analysis at various stages of deve lopment and implementation of an innovative project, compiled from a survey of 40 experts representing the engineering industry, shows that projects at the stage of prospecting research are the least risky for implementa tion and financing at machinebuilding enterprises. At the same time, the risk of projects aimed at promoting a new product is much higher [13, 14] .
During the development and implementation of such projects, the risk increases due to the significant uncer tainty of information and the high probability of errors in forecasting the volume of demand, sales opportunities, determining the position of the goods on the market, set ting prices, etc.
The development of a mechanism to protect against the risks of innovation projects implies their classification according to the degree of completeness into categories in accordance with the degree of readiness of the product and novelty of the product (Table 1) . Obviously, the at tractiveness for project developers and investors will be greater for projects that have a high degree of complete ness and a low level of risk [15, 16] . Data from expert studies confirm that projects related to the promotion of innovative products are of the greatest interest for implementation, while projects at the stage of exploratory research and research are the most risky, therefore potential investors are rarely interested in their implementation. This is due to the fact that at the stage of explora tory and applied research risks of late receipt or even nonreceipt of expected scientific results, budget overruns, which was allocated to these works, may occurred [17, 18] .
methods of research
Currently, the financing of innovative projects uses the planned cost estimates (fixed price method). The con tractor achieves the result at the expense of the financ ing by the customer within the price, which is equal to the amount specified in the fixed estimate, in which all expenses are included according to the items. It seems that this method in conditions of innovative uncertainty is ineffective, because in the process of scientific research additional unpredictable costs may arise [19, 20] .
The risks of the enterprise that makes longterm in vestments to finance the initial stages of research and development projects of an innovation project are sig nificantly higher than those of external investors who invest in the final stages of development and production development (Fig. 1) . The method of reimbursement of expenses is applied in those cases when the performance of urgent and very complex research works is associated with high risk and often requires revision of the amount of financing. To suc cessfully complete and obtain the planned result, it is advisable not to set a firmly fixed amount of funding, but to keep the budget open to increase, if necessary, its expenditure side. This will enable researchers to free up additional time for the successful completion of research work within the established timeframe [21] .
research results
As a result of the research it is found that an integrated system of protection against risks should ensureachieve ment of such criteria as patent purity, rate of return, license protection, novelty, priority of innovation direc tions, competitiveness of the introduced technologywhen implementing an innovative project.
The main ways to protect against innovation risks are the continuous monitoring of information in the field of innovation developments and advanced scientific and technical achievements, cooperation with the leading pro duction, engineering, service and consulting centers.
The integrated approach assumes inclusion of all re sources of the enterprisein system of protection against risks, and also potential of external cooperating state and nongovernmental organizations. A special role in the complex system of protection against risks belongs to the risk management service of the enterprise. Planned, organi zing, coordinating and informationsupport functions are assigned to it.
The complex system of protection against risks of machinebuilding enterprise is provided by internal and external subjects. Internal subjects of protection against risks include its owners, managers of all levels, as well as leading specialists and all personnel, as well as the risk management service of the enterprise.
This unit is entrusted with the functions of prepa ring, planning and carrying out measures to counteract hazards, threats and risks, protecting trade secrets and intellectual property, carrying out information and analyti cal work, countering competitive intelligence, providing methodological assistance to all structural divisions of the enterprise to implement measures aimed at reducing risks of innovation.
External subjects of the system of protection against risks of innovation activity include state authorities and administrations, subjects that invest innovative projects, partner enterprises, counterparties.
The effectiveness of risk reduction activities is largely due to the level of organization of interaction in this com plex issue. The mechanism of interaction should include internal and external components, the legal basis for their joint work, information support system, management system, all types of planning activities to ensure risk reduction, coordination of common actions, logistics and financing.
The internal component of the mechanism of interaction in the system of risk protection includes the heads of the enterprise and its structural divisions, the head and specia lists of the risk management service, orders, instructions for risk reduction, system for managing innovation activities of the enterprise and its structural units, system of external relations of the enterprise, system of financing and logistics.
The external component of the interaction mechanism in the risk reduction system of the enterprise includes mechanisms for managing innovation activities on the part of state authorities and management, banking institutions, investors, partner enterprises and other organizations.
In addition, the system of risk protection is aimed at timely detection of real and potential threats and risks for the operation of the enterprise, determining their sources and the likelihood of implementation.
The basis of the risk protection system is proposed to apply 13 principles that define the basic requirements for the construction of a protection system:
1. The principle of normativity means that the system of protection against the risks of the enterprise is created taking into account the norms of legislation, taking into account the methods and means of stimulating innovation activity envisaged by the legislation.
2. The principle of economic validity provides that the system of protection against risks is created taking into account the possible losses of the enterprise as a result of the implementation of threats and risks. The cost of creating a system of protection against risks should not affect the performance of the financial and economic ac tivities of machinebuilding enterprise.
3. The principle of complexity implies that the system of protection against risks has a regular risk management service. All activities to counteract the threats and risks of the innovation activity of machinebuilding enterprise should be carried out on the basis of a developed strategy for protecting against risks, tactical and operational plans involving all financial, logistical, intellectual, information and other resources available in the organization.
4. The principle of rapid response provides for an immediate response from the risk protection system to emerging hazards, threats and risks. Priority is given to preventive actions that prevent undesirable events and events in the external and internal environment.
5. The principle of continuity means that the system of protection against risks of machinebuilding enterprise should be continuous.
6. The principle of effectiveness, in which the system of protection against risks always works in an active mode.
7. The principle of adequacy implies that the costs of construction, maintaining and ensuring the operation of the system of protection against risks are adequate to the level of real and potential hazards, threats and risks, as ISSN 2226-3780 well as to the level of its financial, economic and other opportunities. Measures and remedies must be justified in terms of given level of material costs, threats and degree of danger.
8. The principle of resource endowment, in which the risk protection service must have at its disposal all the types of resources necessary for its activities to perform the assignedtasks.
9. The principle of development provides continuous improvement of means and measures to protect against the risks of the innovation activity of machinebuilding enterprise.
10. The principle of administrative management of the system of protection against risks provides for centralized management. The first head of the organization should directly manage the development of a risk protection policy and strategy, task the head of the risk management de partment to develop tactical and operational plans, make decisions regarding financing and comprehensive support of the risk protection system and be promptly informed about its current and future activities.
11. The principle of coordination provides that the functioning of the system of protection against risks of innovation activities of machinebuilding enterprise should be carried out on the basis of coordination of the activi ties of the risk management unit with other structural subdivisions of the organization and external organizations.
12. The principle of professionalism provides that spe cialists in the risk management system must have a high professional level, education and special training in various areas of protection against risks.
13. The principle of information disclosure provides that investors, heads of the organization and all struc tural divisions engaged in innovation activities, as well as personnel should be constantly informed by security specialists about threats, risks, methods of protection against risks of innovation activity of the enterprise, and receive recommendations on counteraction to them.
sWot analysis of research results
Strengths. The proposed mechanism of an integrated system to protect against the risks of innovative activi ties of machine building enterprise allows to build an effective system to counteract threats to innovation that can counteract real and potential external and internal factors that are unfavorable for the enterprise, capable of ensuring its stable operation and sustainable development in conditions of high uncertainty of innovation processes.
Weaknesses. The weakness of the proposed mechanism of an integrated protection system is the failure to provide a realistic assessment of the analyzed indicators.
The most important indicator is the risk of unbalanced liquidity and solvency, which is based on the imbalance of assets and liabilities of the enterprise in terms of time.
Opportunities. In world practice, the liquidity ofthe enterprise is viewed as a stock or as a flow. In the first case, the ability of the enterprise to pay its current obli gations at a certain point in time is implied. Liquidity as a flow is determined for a specific period or for a future. The liquidity of the enterprise is considered from the point of view of both categories.
Threats. It is advisable to assess the liquidity risk by calculating several key indicators that are absolute and relative. These include the net difference, the cumula tive difference, the cumulative difference in the relative value, the ratio of the cumulative difference to the total amount of assets.
Conclusions
Thus, in modern conditions, it is possible to create favorable, safe conditions for the innovation activity of the enterprise only on the basis of an integrated approach. It is a comprehensive protection system that allows timely detection, assessment and effective counteraction to the dangers, threats and risks that may arise in different areas of the internal and external environment of the enterprise.
As a result of the studies it is proved that: 1. Innovative projects are the most risky for intro ducing risks and threats to a market economy. For most investment companies, financial institutions and banks, the availability of innovation in projects is a deterrent to financing.
2. The corporate resources of the enterprise, as well as the resources of various external organizations, with which the enterprises interact on the basis of mutual in terest in counteracting dangers, threats and risks of in novation activity, are the basis of an integrated system of protection against risks of the innovative activity of machinebuilding enterprise.
3. Innovation risk for the enterprise is in the safety of commercial secrets and information resources, in protec tion from unauthorized access, reliable operation of com munication equipment, computers and automated control systems.
4. The enterprise loses part of the profit not only be cause of the absence of a mechanism for protection against risk, but also because of the late repayment of the loan and interest on it. This is a consequence of the unbal anced amounts of expenses, as well as the consequence of inflexibility in determining the amount of risk relative to borrowed funds and credit.
5. The main ways to reduce risks at the stage of de velopment work for «Dnepr Polymermash» enterprise could be a constant personnel potential building(first of all, upgrading the skills of project managers and innovative managers); bringing the material and technical base to modern world standards; use of automatic design systems; involvement of experts in patenting and certification of products.
6. The application of an integrated approach also pro vides an assessment of the main criteria that are consi dered fundamental in world practice, namely: reputation, opportunities, capital, conditions for the implementation of the innovation project. The main importance has the study of the qualities of management and professional level of the leaders of the innovative project as a competitive advantage of the enterprise. Предложена комплексная система защиты от рисков ин новационной деятельности машиностроительного предприятия, которая включает принципы: нормативности, экономической обоснованности, комплексности, быстрого реагирования, не прерывности, действенности, адекватности, обеспеченности ресурсами, развития, административного управления, коор динации, профессионализма, раскрытия информации. Пред усматривается также оценка основных критериев, а именно: репутации, возможностей, капитала, условий реализации ин новационного проекта.
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